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ABSTRACT: With the rapid development of cloud storage, an increasing number of data owners prefer to
outsource their data to the cloud server, which can greatly reduce the local storage overhead. Because different
cloud service providers offer distinct quality of data storage service, e.g., security, reliability, access speed and
prices, cloud data transfer has become a fundamental requirement of the data owner to change the cloud service
providers. Hence, how to securely migrate the data from one cloud to another and permanently delete the
transferred data from the original cloud becomes a primary concern of data owners. To solve this problem, we
construct a new counting Bloom filter-based scheme in this paper. The proposed scheme not only can achieve
secure data transfer but also can realize permanent data deletion. Additionally, the proposed scheme can satisfy
the public verifiability without requiring any trusted third party. Finally, we also develop a simulation
implementation that demonstrates the practicality and efficiency of our proposal.
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1. INTRODUCTION

Cloud computing, an emerging and very promising computing paradigm, connects large-scale distributed storage
resources, computing resources and network bandwidths together[1,2]. By using these resources, it can provide
tenants with plenty of high-quality cloud services. Due to the attractive advantages, the services (especially cloud
storage service) have been widely applied[3,4], by which the resource-constraint data owners can outsource their
data to the cloud server, which can greatly reduce the data owners’ local storage overhead[5,6]. According to the
report of Cisco[7], the number of Internet consumers will reach about 3.6 billion in 2019, and about 55 percent of
them will employ cloud storage service. Because of the promising market prospect, an increasing number of
companies (e.g., Microsoft, Amazon, Alibaba) offer data owners cloud storage service with different prices,
security, access speed, etc. To enjoy more suitable cloud storage service, the data owners might change the cloud
storage service providers. Hence, they might migrate their outsourced data from one cloud to another, and then
delete the transferred data from the original cloud. According to Cisco[7], the cloud traffic is expected to be 95%
of the total traffic by the end of 2021, and almost 14% of the total cloud traffic will be the traffic between
different cloud data centers. Foreseeably, the outsourced data transfer will become a fundamental requirement
from the data owners’ point of view.
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To realize secure data migration, an outsourced data transfer app, Cloudsfer[8], has been designed utilizing
cryptographic algorithm to prevent the data from privacy disclosure in the transfer phase. But there are still some
security problems in processing the cloud data migration and deletion. Firstly, for saving network bandwidth, the
cloud server might merely migrate part of the data, or even deliver some unrelated data to cheat the data owner[9].
Secondly, because of the network instability, some data blocks may lose during the transfer process. Meanwhile,
the adversary may destroy the transferred data blocks[10]. Hence, the transferred data may be polluted during the
migration process. Last but not least, the original cloud server might maliciously reserve the transferred data for
digging the implicit benefits[11]. The data reservation is unexpected from the data owners’ point of view. In short,
the cloud storage service is economically attractive, but it inevitably suffers from some serious security
challenges, specifically for the secure data transfer, integrity verification, verifiable deletion. These challenges, if
not solved suitably, might prevent the public from accepting and employing cloud storage service.

2. LITERATURE REVIEW

Secure and efficient fine-grained data access control scheme in cloud computing:

By combining cloud computing and Peer-to-Peer computing, a P2P storage cloud can be formed to offer highly
available storage services, lowering the economic cost by exploiting the storage space of participating users.
However, since cloud severs and users are usually outside the trusted domain of data owners, P2P storage cloud
brings forth new challenges for data security and access control when data owners store sensitive data for sharing
in the trusted domain. Moreover, there are no mechanisms for access control in P2P storage cloud. To address this
issue, we design a ciphertext-policy attribute-based encryption (ABE) scheme and a proxy re-encryption scheme.
Based on them, we further propose a secure, efficient and fine-grained data Access Control mechanism for P2P
storage Cloud named ACPC. We enforce access policies based on user attributes, and integrate P2P reputation
system in ACPC. ACPC enables data owners to delegate most of the laborious user revocation tasks to cloud
servers and reputable system peers. Our security analysis demonstrates that ACPC is provably secure. The
performance evaluation shows that ACPC is highly efficient under practical settings, and it significantly reduces
the computation overheads brought to data owners and cloud servers during user revocation, compared with other
state-of-the-art revocable ABE schemes.

New algorithms for secure outsourcing of modular exponentiations

With the rapid development of cloud services, the techniques for securely outsourcing the prohibitively expensive
computations to untrusted servers are getting more and more attention in the scientific community.
Exponentiations modulo a large prime have been considered the most expensive operations in discrete-logarithm-
based cryptographic protocols, and they may be burdensome for the resource-limited devices such as RFID tags
or smartcards. Therefore, it is important to present an efficient method to securely outsource such operations to
(untrusted) cloud servers. In this paper, we propose a new secure outsourcing algorithm for (variable-exponent,
variable-base) exponentiation modulo a prime in the two untrusted program model. Compared with the state-of-
the-art algorithm, the proposed algorithm is superior in both efficiency and checkability. Based on this algorithm,
we show how to achieve outsource-secure Cramer-Shoup encryptions and Schnorr signatures. We then propose
the first efficient outsource-secure algorithm for simultaneous modular exponentiations. Finally, we provide the
experimental evaluation that demonstrates the efficiency and effectiveness of the proposed outsourcing algorithms
and schemes.

Enabling identity-based integrity auditing and data sharing with sensitive information hiding for secure
cloud storage

With cloud storage services, users can remotely store their data to the cloud and realize the data sharing with
others. Remote data integrity auditing is proposed to guarantee the integrity of the data stored in the cloud. In
some common cloud storage systems such as the electronic health records system, the cloud file might contain
some sensitive information. The sensitive information should not be exposed to others when the cloud file is
shared. Encrypting the whole shared file can realize the sensitive information hiding, but will make this shared



file unable to be used by others. How to realize data sharing with sensitive information hiding in remote data
integrity auditing still has not been explored up to now. In order to address this problem, we propose a remote
data integrity auditing scheme that realizes data sharing with sensitive information hiding in this paper. In this
scheme, a sanitizer is used to sanitize the data blocks corresponding to the sensitive information of the file and
transforms these data blocks' signatures into valid ones for the sanitized file. These signatures are used to verify
the integrity of the sanitized file in the phase of integrity auditing. As a result, our scheme makes the file stored in
the cloud able to be shared and used by others on the condition that the sensitive information is hidden, while the
remote data integrity auditing is still able to be efficiently executed. Meanwhile, the proposed scheme is based on
identity-based cryptography, which simplifies the complicated certificate management. The security analysis and
the performance evaluation show that the proposed scheme is secure and efficient.

New provable data transfer from provable data possession and deletion for secure cloud storage

With the continuous and rapid development of cloud computing, it becomes more popular for users to outsource
large-scale data files to cloud servers for storage and computation. However, data outsourcing brings convenience
to users while it also causes certain security problems. The integrity of outsourced data needs to be periodically
checked by users to protect their data. Also, the secure transfer of cloud data can avoid data losses to users.
Aiming at solving these problems in the data outsourcing process, a provable data transfer scheme based on
provable data possession and deletion is recently proposed by Xue et al. However, we found a security flaw in
Xue et al.’s scheme. Concretely, the block tags can be forged in their scheme. In this article, we first give a brief
review of Xue et al.’s scheme and then a detailed attack is shown. To remove the security flaw, an improved
scheme is proposed. Furthermore, we replace the integrity checking protocol of their proposal with a more
efficient protocol to improve the efficiency of data integrity auditing.

Data integrity checking with reliable data transfer for secure cloud storage

Currently, an increasing number of data owners prefer to store their data on remote servers due to a number of
appealing advantages of cloud storage, say convenience and simplicity, scalability of the service and ubiquitous
network access. However, outsourced data's transfer becomes a critical requirement for cloud users because of the
emergence of various cloud storage services with different qualities of services. Therefore, the users might not
only be anxious about the status of their data on cloud servers but also care whether the data are transferred
entirely to the new cloud without corruption and whether the data on original cloud are discarded. To address
these challenging issues, in this paper, we propose a novel auditing scheme for cloud storage services
characterised by secure data transfer, provable data erasure, high error detection probability, confidential data
storage. The proposed scheme can guarantee the integrity of remote data when the data are hosted on cloud
servers and are transferred between two clouds, and secure deletion of the transferred data on the original cloud.

3. METHODOLOGY

We study the problems of secure data transfer and deletion in cloud storage, and focus on realizing the public
verifiability. Then we propose a counting Bloom filter-based scheme, which not only can realize provable data
transfer between two different clouds but also can achieve publicly verifiable data deletion. If the original cloud
server does not migrate or remove the data honestly, the verifier (the data owner and the target cloud server) can
detect these malicious operations by verifying the returned transfer and deletion evidences. Moreover, our
proposed scheme does not need any Trusted third party (TTP), which is different from the existing solutions.
Furthermore, we prove that our new proposal can satisfy the desired design goals through security analysis.
Finally, the simulation experiments show that our new proposal is efficient and practical.

Proposed System:

We aim to achieve verifiable data transfer between two different clouds and reliable data deletion in cloud
storage. Hence, three entities are included in our new construction,

In our scenario, the resource-constraint data owner might outsource his large-scale data to the cloud server A to
greatly reduce the local storage overhead. Besides, the data owner might require the cloud A to move some data to



the cloud B, or delete some data from the storage medium. The cloud A and cloud B provide the data owner with
cloud storage service. We assume that the cloud A is the original cloud, which will be required to migrate some
data to the target cloud B, and remove the transferred data. However, the cloud A might not execute these
operations sincerely for economic reasons.because they belong to two different companies. Hence, the two clouds
will independently follow the protocol. Furthermore, we assume that the target cloud B will not maliciously
slander the original cloud A.

Advantages

1) Data confidentiality. The outsourced file may contain some private information that should be kept secret.
Hence, to protect the data confidentiality, the data owner needs to use secure algorithms to encrypt the file before
uploading it to the cloud server.

2) Data integrity. The cloud A might only migrate part of the data, or deliver some unrelated data to the cloud B.
Besides, the data might be polluted during the transfer process. Hence, the data owner and the cloud B should be
able to verify the transferred data integrity to guarantee that the transferred data is intact.

3) Public verifiability. The cloud A may not move the data to the cloud B or delete the data faithfully. So, the
verifiability of the transfer and deletion results should be satisfied from the data owner’s point of view.
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4. IMPLEMENTATION
The major modules of the project are
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5. EXPERIMENTAL RESULTS
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6. CONCLUSION

In cloud storage, the data owner does not believe that the cloud server might execute the data transfer and deletion
operations honestly. To solve this problem, we propose a CBF-based secure data transfer scheme, which can also
realize verifiable data deletion. In our scheme, the cloud B can check the transferred data integrity, which can
guarantee the data is entirely migrated. Moreover, the cloud A should adopt CBF to generate a deletion evidence
after deletion, which will be used to verify the deletion result by the data owner. Hence, the cloud A cannot
behave maliciously and cheat the data owner successfully. Finally, the security analysis and simulation results
validate the security and practicability of our proposal, respectively.

Future work Similar to all the existing solutions, our scheme considers the data transfer between two different
cloud servers. However, with the development of cloud storage, the data owner might want to simultaneously
migrate the outsourced data from one cloud to the other two or more target clouds. However, the multi-target
clouds might collude together to cheat the data owner maliciously. Hence, the provable data migration among
three or more clouds requires our further exploration.
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